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1
Decision/action requested

SA3 is requested to approve the proposal presented in the pCR and add it as a candidate solution for authorization of service requests in Indirect communication
2
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3
Rationale

Rel-16 introduces Indirect communication between NFs in which the NFs communicate via an intermediary entity called Service Communication Proxy (SeCoP). The SeCoP provides message forwarding and routing to destination NF/NF service. 
There are essentially two operating models that NF and NF services can use to interact which each other via the SeCoP [3] – 

a) Indirect Communication without Delegated Discovery (Model C), in which the requester NF uses the discovery result from the NRF to select a NF instance while the associated NF service instance selection may be done by the requester NF and/or an SeCoP on behalf of the requester NF.

b) Indirect Communication with Delegated Discovery (Model D) in which the requester NF consumer does not perform any discovery or selection of the target NF producer. The NF consumer adds any necessary discovery and selection parameters required to find a suitable producer to service the request. The SeCoP uses the request address and the discovery and selection parameters in the request message to route the request to a suitable producer instance. The SeCoP can perform discovery with an NRF and obtain a discovery result.

In Model D, the NF consumers do not avail services of NRF for discovery and selection. Therefore Rel-15 Service access authorization model based on OAuth 2.0 doesn’t work for Model D. This issue is captured in Key Issue #22.
Discussion paper (S3-192250) proposes a solution for KI#22 using policy based authorization.b This pCR adds a solution to TR 33.855 based on the proposal in that discussion paper. 

4
Detailed proposal

*** BEGIN CHANGES ***
6.A
Solution #A: Policy based authorization for Indirect communication between Network functions
6.A.1
Introduction

This solution addresses KI #22 - Authorization of NF service access in Indirect Communication.

The solution proposes policy-based authorization of NF consumer requests in the SeCoP associated with the NF producer.
Editor’s Note: Whether this solution can be standardized is ffs.

 A set of policies are provisioned in the SeCoP which allow the SeCoP to recognise an incoming Service Request from a NF consumer and determine whether to allow the request and set of services that can be allowed for the requesting NF. 
NOTE: The solution is based on static set of policy files that are provisioned by the operator using OAM infrastructure.
The following figure gives a pictorial description of the proposal:
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Figure 6.A.1-1 – Policy based service access authorization of NF consumer

1) The NF consumer (NFc) of a certain Network function type (NF type) is invoking an API request on the selected target NF producer (NFp). The message is routed via an SeCoPc.

2) The SeCoPc routes the message to a peer SeCoP (SeCoPp) that is proxying on behalf of the NF producer.

3) The SeCoP associated with the producer (SeCoPp) checks if the NF type to which the NF consumer belongs, is authorized to obtain services from the target NF producer (NFp).

4) If the NFc is authorized, the SeCoPp forwards the API request to NFp. 

5) NFp provides service to the NFc via the SeCoP.

6.A.2
Solution Description
6.A.2.1
Policy files
Two sets of policy files are required.

a) Permissions – defines how resources within an NF service can be accessed. Essentially this refers to the resources managed by a service and set of operations that can be performed on them (such as Create, Delete etc).

b) Permissions to NF type binding– binds NF consumers to Permissions. This policy file maps NF type (attribute) to set of permissions. Essentially this policy file dictates for each NF type:

-
which resource can a NF of a that NF type access within the NF service, and 

-
applicable operations that can be performed.
The combination of Permissions and Permissions to NF type Binding specifies: which NF consumer is allowed to do what in an NF producer.
6.A.2.2
Procedure


The following figure illustrates the concept in Model C of Indirect communications.
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Figure 6.A.2.2-1 – Policy based service access authorization (e.g. in model C)
1. The NF Service Consumer sends a POST request to a particular resource identified by its resource URI.

NOTE 1: In model D, the AMF sends POST request without selecting the NF instance. 
2. The SeCoP connected to the NFc (SeCoPc) routes the message to the SeCoP proxying the NFp (SeCoPp).

NOTE 2: In model D, the SeCoPc first discovers appropriate NF instances that can service the request from consumer and selects one NF instance. It then routes the message SeCoPp proxying for the selected NF instance.

3. The SeCoPp refers to the Permissions to NF type binding policy file to check if the NFc is authorized to perform POST on the resource.

4-5. If service request from NFc is allowed, SeCoPp will forward the POST method to NFp.
6. Service between the NFc and NFp takes place.
6.A.3
Solution Evaluation

Editor’s Note: Evaluation needs to be added
*** END CHANGES ***
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